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H€€4, 8014, €ae08s LANE—" 22Z¥CTSVPN

&€,88,(EAe AfsAf fAf Af Af Y., A*EEE«E, VPNAf Af3Af+Af «As8CusATE, As®A§HEsAY soce¥-Fs®R ¢ C,
16“GE3H, jArcBl2c 8,08, (EA, As®As A BeLA0|AE AfAf fAf Af Af Y48, Ao EAE«AErZ¥CSa08, EH E®
He8AE€+e -ARZAYES,, ... 0 +A°2As®Fs VPNA2A[V4E[ 4,18,88,08¢ He'8e8AE€+c« cROR«ER ZAr«Ar 8, 28e8€,8»S
&78°78.. ¥ae—AaeYAs®Ae Ao AeLa0AE,
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8,°5€, 00 7¥CISAS CAFYAA [ YooloccBie Af—AfIAf fA,, Af CALYAA[ Yoolle Af «Af VoAf TAEA[E,Af CAfVaAS %oRo®2
C PG 280 (EAe 8, SAE A Ar@e T AviAf «AfVAAF T8 EASA, Af CAFY4E[ %o, 60, 8 STEE,

BESIY1BE 8, «AfVoAf Af «Af CF, AfYA[VAAS «He®C R As Af Af VA Af ZAf fAf” A8, %8 -840

SE€0penVPN&-§4 TuNiYs &f ~8,08f 03iYa%bodectapiVs &f -8, 04 f 02iYa%od, &Y o1 e ®E-§AE€E"8,EAE
B, «AfYValf ~Af «Af CA, Af YAF Ve «Be Ho—BolaYo0050 oBoed, (EAs Ao, A, cAocd, GO E ™MA <AE,

#modprobe tun
#modprobe tap

8083, B[ OAf Y48 (E&T08-25+8, (EA-"OKEE, &, Af O [ Vel (EALOA, Ao Beolle A, «Af Volf-Af «Af ¢4, Af¥A[Y4A
f«Be (20, Ao @A EAE A, B[ VaAf oA «Be B «Af VulfoAf «Bf CA, Af YA Volf <8, 8Y20e8, Sy Ee™EE,

AE€0penVPN&E8aYs¢ deTa-®& 5000/TCP&s"5000/UDP3&e &e<a,%0a€ a2, Ed-Emythril.ne.jpae"as myt
hril.jp&e"8e84++4,(EA73,ECasperds"Omoikanead«afZzaf faf"af34,°ae+4,(E4,<4, a-Ta€-ADSLAf ¢caf Laf
Ae«AfeafYuaf afzaf faf af3a, e -a®sa, a»-e¥.v.3,€3€,

a€1V4'8€'OpenVPNa-®a,naf3a,af "af Vadf «

HEEHY4AeSEy 6—CEELAS O, 0Af—Af OAf28<E,%08E,0penSSLAs LZ03, a4, ES74,EA®@develaf Af f&,

+AfY4A,,8,8,6C A« 083, Af Af V[ «As™E,AE,0penSSLAY & €4,04°34, A+ (EA25@aes—Aa-AE-AfO
8,08f-AfOAf28-85€+LZ04 A0e8¢,®AfOF,0af-AfOAf24€,LZ0OA OpenVPNAE, aYs, de T4, SA+84+ 3,043
B1Af AfYVuBf <8¢ ...6 "As8Ae AedAe, Ae(EAEA, 1A «Af Vsl —Af fAf 804, SAe®Ee YA, 08«8 0834, ‘A Af Vol

f «Bo—a0lAeSHeeAE,

a€€xoe€ae—°¢%o as 2.08-83€-OpenVPNa-®4,}4,8af—4,pa,08f"
8e<8,%otaraf ccdfYudf «a, af €4,|af3af -Af Vulf %ode €fY2E€,8°“8,Ede«ds RPMAf ‘af fa,tafYsd, aY0e2e™
G A-®SPECAf+4,(8,08f «8°(EQA... ¥a°£38°]3°,8,<A°®E-8EE€

#rpmbuild -tb [OpenVPNa-®af‘af fa,+af¥.a,,]

8eSRPMAf Af fA,Af Vi, 8, AYs000 +BeSarea,BE Ae,As Ao TPMA,SAf 23 [ Yoo §ae, Ar0E, Ae0A+ 55,548,084
F38, 18 A VAAf «Bo—ae14,, 8, (EA°F, A, &€,

a€-iY) €' OpenVPN&a-®e™-a®s

AEEE,»A,-AfYafoaf ta EAf~af ™MAf«As TLSA, '&O¢” de—AarYae—18Ea, Sae AeEAEAYiboSae Ao Sar%oc
»LoA08E50<A%00a. ..+ 0%l A, aY2¢, AeE Al Ao, A <AE,8» ¥4 <As®E 3Af ZAf 38 [ %0 8A%A%0°4. .. 222 E%0E o IE,’
alsoeae eae™4,<ag,

#openvpn --genkey --secret [a»»ae, *8*®a%a%0°a. .. =220 %oee[1ase]
#chmod 600 [&°%<A%o°4. .. 320 %€ ]
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af»Casperas 192.168.1.0/24a€*Omoikaneds 192.168.2.0/244€,
af»Casperds"Omoikaned,’172.16.1.0/248-®VPNAaf af3af «af «as8cusa-Ja€,

Af»Casperas®tun0ae«ds 172.16.1.14, 4€sOmoikaned-®tun0&e«aes 172.16.1.23, 8%0%4,Sa» 8'4,<3€,
af»Casperae«de 192.168.2.0/248 8-®38,24f -4 "4,)4,88,08% 8»—3&8°]172.16.1.28,'4€*Omoikaneds«ae 1
92.168.1.0/248+ 8-®&,28f V4 [ &, 8,88,080 ' 8s—2a8°172.16.1.15, '€ 80°8,EE28,EAf «Af Vol [ TA,£Af%4,°€
"-A®SAE,

a€€

5614 GE'iptablesA:@& -a®3
&€€/etc/sysconfig/iptablesds«a»¥a <4,'aS ¢-Ta€,

##Casper#

#tund,'192.168.1.0/248-«af 28,18, «af ~af Y f %o

-A POSTROUTING -0 tun0 -s 192.168.1.0/24 -] MASQUERADE
#eth04,'172.16.1.0/248«af 24,2 8,«af ~afYaaf %o

-A POSTROUTING -0 eth0 -s 172.16.1.0/24 - MASQUERADE
#tap0ae'tun0a,’'af«a,0af afvaaf %o

-A FORWARD -i tap0 -j ACCEPT

-A FORWARD -i tun0 -j ACCEPT

#tap0ae tunOA@Af ‘8 +Af fAf As®EESEZ4, e &

-A RH-Firewall-1-INPUT -i tapO -j ACCEPT

-A RH-Firewall-1-INPUT -i tunO -j ACCEPT

#OpenVPN&+8§aY2¢ Ao T TCPAS «af Y4af"5000¢e2a+ UDPAf *af Y4l f 5000¢+2a+®@A[ ‘4, +Af fAf As®EESEZA
J@+3e

-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 5000 -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp --dport 5000 -j ACCEPT

##Omoikane##

#tund,'192.168.2.0/248-«af 28,18, «af ~af Yaaf %o

-A POSTROUTING -0 tun0 -s 192.168.2.0/24 -] MASQUERADE
#br0&,'172.16.1.0/248«a [ 28,18, «af ~af Yad f %o

-A POSTROUTING -0 br0 -s 172.16.1.0/24 -] MASQUERADE

#tap0a«"tun0&,'af «a,0af afvaaf %o

-A FORWARD -i tap0 -j ACCEPT

-A FORWARD -i tun0 -j ACCEPT

#tap0ae tunOA-®Af ‘8 +af fAf As®EESEZ4, e &

-A RH-Firewall-1-INPUT -i tapO -j ACCEPT

-A RH-Firewall-1-INPUT -i tunO -j ACCEPT

#OpenVPN&«8§aYss Ao T TCPAf «af Y4af"5000¢e28+ UDPAf *af Y4 f "5000¢+2a+®@A[ ‘A, +Af fAf As®EESEZA
N U

-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 5000 -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp --dport 5000 -j ACCEPT

&E€0e€4 +Omoikaneds®brOa, ethOfs«Be—as|de5as, 4V 4+@Fe Ao (EAE+A+"4,EAe & 4f A+Af fAf 8-E
Omoikanea, s, 4. . s« Eass?as, 56, ABY 63>Bo«C"Y Aeodis e & AfAf fAF Af Afv4a, B,04f%, ¢ Af Vel
fo8, 88 V4, 18 DrOAe Aecd, %ooAE oA 8, (EA, '8%028, Shr Ao G0, Fe He, Av Ar28e, AE 08, (Ecp"—Ao¥ae eSS
«BeoBfAf2AEAVEE,
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AE€iptablesds®e -A®3F YA §cp, A 8, EALANE—"ce 7 ¥CTEVPNAS s—Aas A A €8¢ 00aYse A A, As@ds &
((EAEC« B0e«ae ZAs«Af «AfYiAf 18 EAfE, Ar®0 -ARSE, A e0YssioVadotho Ao 8 See%oBeeaf A +Af fAf
~BeEce|led,Ear2ae,5€,Aved, Ao §as EoCAE Ar2E®F§HEAreE, EF78, EA-®LANA®Af taf A, OAf «Af 4,2
AfY.Af 5,14,88,01Y  ADSLAf CAf TAf 1Vadols«be ™S, Af «AfY4AfT8,EA[2E, AR08 -4@EA, 84S 44 <AE,

af»Caspera~’
8€€192.168.2.0/24a-®@4,24fv.af"a,)4,84,08 192.168.2.801Y."Omoikanei¥a%o

Af»Omoikanede’
8€€192.168.1.0/24a-®42afY.af"4,|4,84,08 192.168.1.301%4"Casperi¥sa%o

BECAsA,([EA78,(EFEVPNA @& de 8T8 & A@E€5A, (8= VPNE 2 [V4Af 8,)4,88, 0154 Casperds<Omoik
aneiVadbodie«aeSede'd %o, (B4, A, Gt Arcord A€, A8, A, Af 1A 2, OAf «Bf A28 Yallf "5,18,85, 080 cBimed

ViV, 080 BELANE. .. 08 <Aoo B,<A... G« BRR«B«@¢ 28S 8088 -A®38,'4S 80°4,<A¢, ... &leAs2 R0 T 005027 <A
€1

HEe1Y40BE DNSA, PAS Vs f sA@®Ef o8, OAf Af V4l f %o0@ -A®S A0 Af2E, Yl f «Af sAe®ATe&"-4®F

AEEE™CS Af «AfYad[ T8,EA[3,°8%4888»°0%4Y43,°8°IPA,Ca[ %ol f ~8,18f ™MA[Va8,18°86€58, jae ef Yol
«8023£380)80,8,<A*Ea€ mythril.ne.jpa,Yad f Yad 38" mythril.jpa,3,af Vad 3886124 T8 8 ¢o°8028,<8, %A
Yadf38e«ae A <Af>8, 4] "deedo®Ase %0 € 8ER LG (EF8§area2G0,8€,8°8,(ESs s (Ee—18°«& -CLo®E 3, ([EA"
18e,8,<DNSE,UA[ Yl [ s8e«d, a0 T8, €r—18°®F,YaA [ Vol [ 38, se—"C e Ao« -A®38°—3a°4,,8,(EA*"€8E 08 ™
8,<AE Ae—ArcBo—a0"8,(EA8E €078, Ae«CeCAE A2H@ArEAE A S %0@»YoA0228§E 0108030 Fe Ae—as|FEsCe
°50838 <8, %A [ VoA [ 38 ®A0e8%0* @ 8L 108 Aeed,(EAs(EA+78 ™A <A, %A [ VA [ 3E-®DNSE, YA Vsl [ eAeE] 4,
©Af AfVualf %08, a7 >80'8, <A, Ao T Arccio—Ar Y EE,

Af »mythril.ne.jpiv2"192.168.1.0/24iY%08* 5@ -4®%
BEER*+a%0*@ 8L 08 Vs £iArEMYthril jpAs@Es HeeBs@®Ee; Omoikaneas«af &,O8f Af Yadf%o3€+172.16.1
(0124808 %080®A, &, A28 e+, 8,8 +A BE,

Af »mythril jpiva"192.168.2.0/241Y:%08e 8+®&"-4®3
AE€A " a%0°e8LE 1 Yaetid-Emythril.ne.jpas®&s"Geea°®ae¢ Casperde«af8,0af afYadf %od€+a€172.1
6.1.0/2480<8,%03°®4, &, Af28lecet 4, e +4 BE,

A€E€A...-aLL“cS, A« a»¥a @& "¢ °4, /etc/named.confiVs 4, ds—3ae+4+ /var/named/chroot/etc/named
.CoNfiVa%ode«dS &4, <EE,

zone "Af+8,0af AfY4af %ol seZ>8' A, Af %ol f jA,0af3" {
type forward;
forwarders {af*a,0af afYaaf%oa..."DNSA,uafY.af+IP&,Caf %odf-4a,L;};
3
AECEETAYaoGrear A, 00)080 80<H,Y0AE A *E,(EA28,EVPNA... G+ ®A[>8,14f "Aeed, Aee8%0*e 8L CF8 004,
(EAa-°4, ae,a€,

BE»A[ o8, OAf BfYVslf %ol Y018, 6 ™MeA®EA—He2Ge, Ao AE+ 128 1088 0e %00 §LERLOFE A0 A2 Ee, A >, 18
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[rased, 8. Belaf o8 O Af Valf Yoolls—As|He—BeTadle, V4 Wasee Z8>2VPNETSAs—HoccloodYor@§ERLOFeoE,
(EA,(iY%03EsDNSE: eC-"8e@Af ‘Af +8,OAf VaA f 28 38,180 (E&'—As—AseaYs7 4 (Ao ™ (AE,

a€€4, 3,’af3e)eet,a-®€ +a~ &~ Jetc/named.confae8allowaf1a,£af-a, af T4 Laf—a-«af-af faf af af%
&, 8,CAf%oAf ~8,18,'8S A8 A®ae A€ ,ce00€8 *de A0 A+"4,'192.168.1.0/244+°192.168.2.0/248e«Ae—E0Y
He@®@3e A+(ESEA, A, A2 sa0t,A0 172.16.1.0/248+8810803, (Bl A, 8,14 AE»E, Af OAf VoA [f-8,°A°8SS
|1 Y4%oAs @A §AE A" Fe®E, Ao T A02 -A®S A0« A0?E, <AE,

BEEAS,As v Af 28, 48[ «Af oiV4 Jetc/resolv.confiVakode 84 (Eee—14-®F Vi [ Vol f *H-®Af—af ~Af *8,E4f fA,
8,182 DNSE UAS V48[ o8, '8 Vo8 “He ™A (E4°4, &0, &€,

search mythril.ne.jp

search mythril.jp

nameserver 192.168.1.120

nameserver 192.168.1.30

nameserver 192.168.2.80

a+“a,(Ea-80KaE,af>a1af 8«8, asLaslaf —af-af-a,£af fa, 4, as af saf Vol A MaAfYsaf 8@ "¢ 8s®4,
S4,«6—Ca¢ Ao ERNAI2°H02E (Ao (EAE A" Bo®E "¢ A (EA... Aol4... ¥ArL A B0, 8, (EA°AY 02 CS, Ao Ao
€j(E8+2ae,a€,

BEEA 80" 80Y4Ho88 ™E Ae BEA[ 8, 18] "GeeBf ™A Y4E,1H8VPNRTSH—H-®EESH, [Ar [5G A, G Tar
B8 <BE,Af *Af [A A, Af OF,1Af 38 [ Yolls §hcoiYr00 80— As e, B Ar@EEHEVPNE, B, 8- "He ™MA B Fe HeoGe
“dY5¢ 805 <BE,0128®. .. LANAT ... A>3 18 [ Ee & (s A @i dY2005-850Y AR @A 28 YA [ Yol 14, dY2¢ &
B <8 Be T Ao« AR LA ViV 6ETA, G, T8, SIVa%oAs@EEHEE —A,iYae, & OFe &E,
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