
XOOPS on Mythril Networks - Linuxã‚’çŸ¥çš„è²¡ç”£æ¨©ã•§æƒ…å ±ã‚»ã‚­ãƒ¥ãƒªãƒ†ã‚£ã•™ã‚‹ãƒšãƒ¼ã‚¸ï¼ˆè¬Žï¼‰

ServersMan @ VPSã•¨ã•®OpenVPNæŽ¥ç¶š
Category : ã‚µãƒ¼ãƒ•ç®¡ç•†æ—¥è¨˜
Published by M-naka on 2011/7/17

ServersMan@VPSã•§tunãƒ‡ãƒ•ã‚¤ã‚¹ã•Œä½¿ã•ˆã•ªã•‹ã•£ã•Ÿã•®ã•Œ
ã€•æš«ã••å‰•ã•®æ©Ÿèƒ½å¼·åŒ–ã•§è§£æ¶ˆã€•OpenVPNã•Œä½¿ã•ˆã‚‹ã‚ˆã•†ã•«ã•ªã•£ã•Ÿã€‚ã•“
ã‚Œã•§ServersMan@VPSã•®ä»®æƒ³ã‚µãƒ¼ãƒ•ã•¨å¸¸æ™‚VPNã•§ç¹‹ã•’ã‚‰ã‚Œã‚‹ã•“ã•¨ã•«ã•ªã‚‹ã€‚

ServersMan@VPS
ã•§ç¨¼å‹•ä¸­ã•®ä»®æƒ³ã‚µãƒ¼ãƒ•ã€ŒGramr.mythril.jpã€•å•´ã‚’192.168.2.0/24ã•®ã‚»ã‚°ãƒ¡ãƒ³ãƒˆã•
¨ã•—ã€•è‡ªå®…å•´ã•®192.168.1.0/24ã•¨ã•®é–“ã‚’OpenVPNãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ãƒ¢ãƒ¼ãƒ‰ã•§LA
Né–“æŽ¥ç¶šVPNã‚’æ§‹ç¯‰ã•—ã•Ÿã€‚è‡ªå®…å•´ã•®VPNã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ã•¯å®Ÿå®¶ã•¨ã•®LANé
–“æŽ¥ç¶šVPNã•«ä½¿ã•£ã•¦ã•„ã‚‹Mjolnir.mythril.ne.jpã‚’ä½¿ã•†ã€‚

ã‚„ã•£ã•Ÿã•“ã•¨ã•¯ä»¥ä¸‹ã€‚

1.ServersMan@VPSå•´ã•§ä»®æƒ³NICã‚’è¿½åŠ ã•™ã‚‹
ã€€/etc/sysconfig/network-scripts/ã•«ã•‚ã‚‹ifcfg-venet0:0ã•§ã‚°ãƒ­ãƒ¼ãƒ•ãƒ«IPã‚¢ãƒ‰ãƒ¬ã‚¹ã•Œè¨­å
®šã••ã‚Œã•¦ã•„ã‚‹ã€‚ã•“ã‚Œã‚’ã‚³ãƒ”ãƒ¼ã•—ã•¦ä»®æƒ³NICã•§ã•‚ã‚‹ifcfg-venet0:1ã‚’ä½œã‚Šã€•ã••ã‚
Œã‚’æ›¸ã••æ•›ã•ˆã•¦venet0:1ã•«192.168.2.0/24ã•®IPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’å‰²ã‚Šä»˜ã•‘ã‚‹ã€‚ä»Šå›žã•¯19
2.168.2.1ã•¨ã•—ã•Ÿã€‚ã••ã•®å¾Œ/etc/init.d/networkã‚’å†•èµ·å‹•ã•™ã‚Œã•°ã€•ä»®æƒ³NICã•Œ192.1
68.2.1/24ã•§èµ·å‹•ã•™ã‚‹ã€‚

2.Mjolnir.mythril.ne.jpã•§OpenVPNè¨­å®šã•¨iptablesè¨­å®šã‚’è¿½åŠ ã•™ã‚‹
ã€€ã‚‚ã•¨ã‚‚ã•¨Mjolnir.mythril.ne.jpï¼ˆ192.168.1.165/24ï¼‰ã•§ã•¯è‡ªå®…âˆ’å®Ÿå®¶é–“ã•®LANé–“
æŽ¥ç¶šVPNã•Œèµ·å‹•ã•—ã•¦ã•„ã‚‹ã€‚ä»Šå›žã•¯ã•“ã‚Œã‚’æ‹¡å¼µã•™ã‚‹å½¢ã•§ã‚³ãƒ³ãƒ•ã‚£ã‚°ã‚’è¿
½åŠ ã•—ã•Ÿã€‚å…·ä½“çš„ã•«ã•¯

â—†OpenVPN
ã€€ã‚³ãƒ³ãƒ•ã‚£ã‚°ãƒ•ã‚¡ã‚¤ãƒ«ã•¯è‡ªå®…âˆ’å®Ÿå®¶é–“ç”¨ã‚’openvpn00.confã€•è‡ªå®…âˆ’Gramrç”¨
ã‚’openvpn01.confã•¨2ã•¤ã•«ã€•ã•¾ã•Ÿäº‹å‰•å…±æœ‰é•µãƒ•ã‚¡ã‚¤ãƒ«ã‚‚ã€œ00.keyã•¨ã€œ01.ke
yã•¨åˆ¥ã€…ã•«ã•—ã•Ÿã€‚openvpn00.confã•¨openvpn01.confã•¯æŽ¥ç¶šå…ˆã€•UDPãƒ•ãƒ¼ãƒˆã€•ro
uteè¨­å®šã•Œç•°ã•ªã‚‹ã••ã‚‰ã•„ã•§åŸºæœ¬è¨­å®šã•¯å•Œä¸€ã•§ã•‚ã‚‹ã€‚OpenVPNã•¯ã‚³ãƒ³ãƒ•ã‚£ã‚°
ãƒ•ã‚¡ã‚¤ãƒ«ã•®æ ¼ç´•ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã•«ã•‚ã‚‹*.confã•®æ•°ã• ã•‘ã‚µãƒ¼ãƒ“ã‚¹èµ·å‹•ã•™ã‚‹ã•®ã
•§ã€•ã•“ã‚Œã•§è‡ªå®…âˆ’å®Ÿå®¶é–“ç”¨ã•¨è‡ªå®…âˆ’Gramrç”¨ã•Œä¸¡æ–¹èµ·å‹•ã•™ã‚‹ã‚ˆã•†ã•«ã•ªã
‚‹ã€‚

â—†iptables
ã€€æ—¢å­˜è¨­å®šã•®æ‹¡å¼µã€‚IPmasqueradeè¨­å®šã•¨è‡ªå®…âˆ’Gramrç”¨VPNã•§ä½¿ã•†UDPãƒ
•ãƒ¼ãƒˆã•®INPUTãƒ•ã‚§ã‚¤ãƒ³ã‚’å¢—ã‚„ã•—ã•Ÿã• ã•‘ã€‚

ã€€ã•“ã‚Œã•§Mjolnir.mythril.ne.jpã•¯3ã•¤ã•®LANï¼ˆè‡ªå®…LANã€•å®Ÿå®¶LANã€•
ServersMan@VPS

https://www.mythril.ne.jp 2024/12/4 8:41:12 / Page 1

https://www.mythril.ne.jp/userinfo.php?uid=1
https://www.mythril.ne.jp/modules/smartsection/item.php?itemid=192
https://www.mythril.ne.jp
mailto:support@mythril.ne.jp


ï¼‰æ•Ÿã•­ã‚‹VPNã‚’å•—ã•‘æŒ•ã•¤VPN-Hubã•®å½¹å‰²ã‚’è² ã•†ã•“ã•¨ã•«ã•ªã‚‹ã€‚

3.Gramr.mythril.jpã•§OpenVPNè¨­å®šã‚’è¡Œã•†
ã€€Mjolnir.mythril.ne.jpã•¨å¯¾å•‘ã•«ã•ªã‚‹OpenVPNè¨­å®šã‚’Gramr.mythril.jpã•«è¡Œã•†ã€‚åŸºæœ¬ã
•¯Mjolnir.mythril.ne.jpã•«ä»•è¾¼ã‚“ã• openvpn01.confã•®å¯¾å•‘ç‰ˆã€‚ä»Šå›žã€•æŽ¥ç¶šã‚¹ã‚­ãƒ¼ã
ƒ ã•¯LANé–“æŽ¥ç¶šVPNã• ã•Œã€•192.168.2.0/24ã€•ã•¤ã•¾ã‚ŠServersMan@VPS
å•´ã•¯Gramræœ¬ä½“ã•®ã•¿ç¹‹ã•Œã‚Œã•°è‰¯ã•„ã•Ÿã‚•ã€•Gramrå•´ã•§ã•®iptablesè¨­å®šï¼ˆIPmasq
ueradeã•¨INPUTãƒ•ã‚§ã‚¤ãƒ³ã•®è¿½åŠ ï¼‰ã•¯ä¸•è¦•ã•§ã‚‚æ§‹ã‚•ã•ªã•„ã€‚

4.è‡ªå®…LANãƒ«ãƒ¼ã‚¿ã•®è¨­å®šè¿½åŠ 
ã€€ä½¿ç”¨ã•™ã‚‹udpãƒ•ãƒ¼ãƒˆã‚’ã‚ªãƒ¼ãƒ—ãƒ³ã•—ã€•Mjolnir.mythril.ne.jpã•«ãƒ•ãƒ¼ãƒˆãƒ•ã‚©ãƒ¯
ãƒ¼ãƒ‰ã•™ã‚‹è¨­å®šã•¨ã€•192.168.2.0/24å®›ãƒ‘ã‚±ãƒƒãƒˆã‚’Mjolnir.mythril.ne.jpã•«å•‘ã•‘ã‚‹é•™çš„
ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°è¨­å®šã‚’ä»•è¾¼ã‚€ã€‚ã•“ã‚Œã‚‚æ—¢å­˜è¨­å®šã•®æ‹¡å¼µã€‚

5.DNSç™»éŒ²
ã€€192.168.2.1ã‚’Gramr.mythril.ne.jpã•§æ­£å¼•ã••ã•§ã••ã‚‹ã‚ˆã•†ã•«DNSç™»éŒ²ã‚’è¡Œã•£ã•Ÿã€‚ã•
“ã‚Œã•§LANã•‹ã‚‰ã•¯Gramr.mythril.ne.jpã•¸ã•®ã‚¢ã‚¯ã‚»ã‚¹ã•ŒVPNçµŒç”±ã•§è¡Œã‚•ã‚Œã‚‹ã‚ˆã•†ã•
«ã•ªã‚‹ã€‚

ã•“ã‚Œã•§çµ‚äº†ã€‚è‡ªå®…LANå•´ã•‹ã‚‰ã•¯ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ãƒƒãƒˆä¸Šã•®ã‚µãƒ¼ãƒ•ã•§ã•‚ã‚‹Gram
r.mythril.jpã•Œã€•ã€Œéš£ã•®LANã‚»ã‚°ãƒ¡ãƒ³ãƒˆã•«ã•‚ã‚‹ã‚µãƒ¼ãƒ•ã€•ã•§ã•‚ã‚‹Gramr.mythril.ne.jp
ã•¨ã•—ã•¦è¦‹ã•ˆã‚‹ã€‚192.168.2.0/24ã•§ç¨¼å‹•ã•—ã•¦ã•„ã‚‹ãƒžã‚·ãƒ³ã•¯Gramr.mythril.jp1å•°ã• ã•‘ã• ã•
Œã€•è¦•ã•¯ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ãƒžã‚·ãƒ³ã•®ã•¿ã•Œç¹‹ã•Œã•£ã•¦ã•„ã‚‹çŠ¶æ…‹ã•ªã•®ã•§ã€•LANé–“æ
Ž¥ç¶šVPNã‚’ä½¿ã•†ä¸Šã•§ã•¯ä½•ã•®å••é¡Œã‚‚ã•ªã•„ã€‚

ã•‚ã•¨ã€•ServersMan@VPS
ã•§ã•®SSHãƒ•ãƒ¼ãƒˆã•¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã•Œ3843/tcpã•«ã•ªã•£ã•¦ã•„ã‚‹ã•®ã•§ã€•æŽ¥ç¶šã•®éƒ½å
º¦ãƒ•ãƒ¼ãƒˆã‚’å…¥åŠ›ã•—ã•ªã•‘ã‚Œã•°ã•„ã•‘ã•ªã•„ã•®ã•Œé•¢å€’ã• ã•£ã•Ÿã€‚VPNçµŒç”±ã•®ã•¨ã••ã
•®ã•¿ã€•22/tcpã•§ã•®æŽ¥ç¶šã•Œã•§ã••ã‚‹ã‚ˆã•†ã•«ã•—ã•Ÿã€‚

ã€€â– sshd_configã•«ã€ŒPort 22ã€•ã‚’è¿½åŠ ã€‚
ã€€â– iptablesã•§22/tcpã•¸ã•®æŽ¥ç¶šã•¯VPNçµŒç”±ã€•ã•¤ã•¾ã‚Šãƒ­ãƒ¼ã‚«ãƒ«ã‚¢ãƒ‰ãƒ¬ã‚¹ã•‹ã‚
‰ã•®ã•¿ACCEPTã•™ã‚‹ã‚ˆã•†ã•«
ã€€ã€€INPUTãƒ•ã‚§ã‚¤ãƒ³ã‚’èª¿æ•´ã€‚

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã•®3843/tcpã‚’22/tcpã•«å¤‰æ›´ã•—ã•¦ã‚‚è‰¯ã•„ã•®ã• ã•Œã€•åŸºæœ¬çš„ã•«ãƒ­ã
ƒ¼ã‚«ãƒ«ã•‹ã‚‰tcp/22ã•«SSHæŽ¥ç¶šã•§ã••ã‚Œã•°è‰¯ã••ã€•ã•¾ã•Ÿ3843/tcpã•«ã•ªã•£ã•¦ã•„ã‚‹ã•®ã
•¯æ”»æ’ƒå¯¾ç­–ã•ªã•®ã•§ã€•å¤–å•‘ã••ã•«ã•¯3843/tcpã€•å†…å•‘ã••ã•«ã•¯22/tcpã•¨ã•„ã•†ã•“ã•¨ã•§è¡
Œã••ã•“ã•¨ã•«ã•—ã•Ÿã€‚

å¸¸æ™‚VPNæŽ¥ç¶šã•Œã•§ã••ã•¦ã•„ã‚‹â€¦â€¦ã•¨ã•ªã‚‹ã•¨ã€•ã•„ã‚•ã•„ã‚•ã•¨ç”¨é€”ã•Œåºƒã•Œã‚‹ã€‚è‡ªå
‹•å•ŒæœŸã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¸ã€•ã‚ªãƒ¼ãƒˆã‚ªãƒ³ãƒ©ã‚¤ãƒ³ãƒ•ãƒƒã‚¯ã‚¢ãƒƒãƒ—ã€•W
ebã‚µãƒ¼ãƒ•/Mailã‚µãƒ¼ãƒ•ã•®å†—é•·æ€§å¯¾ç­–â€¦â€¦ç­‰ã€…ã€‚å¤¢ã•Œåºƒã•Œã‚Šã‚“ã••ã•ªæ„Ÿ
ã•˜ã€‚

https://www.mythril.ne.jp 2024/12/4 8:41:12 / Page 2

https://www.mythril.ne.jp
mailto:support@mythril.ne.jp

